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-ii: N&O #21 :::- 
Yo ho! Yo ho! Yo ho! Santa has a nice long N&O for ya. But first .... 


A MERRY CHRISTMAS AND A VERY GOOD, 
HEALTHY AND PEACEFUL 2000! 
LOTS OF SUNSPOTS AND GOOD DX, GANG! 


I would like to start this month's column by saying THANKS to everyone 
who made 1999 a very good ''Numbers'' year. Your contributions are much 
appreciated. I hope that I also may count on you in the coming year. A 
special thanks to Jascha and Patricia who did a great job on the logs 
and Chris who created the on-line numbers database. 


Because this month's deadline was two weeks earlier, the amount of 
station info is limited. But there is still plenty to read. After two 
Spy Carols and the usual news you will find a short article about SORM 
and two articles written by Andrey Soldatov, journalist for the Russian 
newspaper ''Segodnya''. Andrey sent me the articles for inclusion in 
N&O. Both articles were printed in Segodnya in November and both are 
well worth reading. We normally only read the Western view of things, 
but now you can read a Russian view about the intelligence war in 
Chechenya and about FAPSI and SOUD. Andrey's articles were written in 
Cyrillic, and I am grateful that Al was kind enough to translate them 
for me. Andrey and Al; spasjieba! 


-0-0-0-0-0-0-0-0-0-0- 


ECHELON, the infamous spy system has often been mentioned during the 
past couple of years. Many links in my bookmark list have vanished in 
the past few months. While writing this I checked the list again and 
found the following links still operative. Especially the last one is 
very good. In case this page has vanished by the time that you read 
this, I have a copy on file. 


http: //www.magnet.ch/serendipity/hermetic/crypto/echelon/echelon.htm 
http: //mediafilter.org/caq/echelon/ 


http: //209.207.236.112/irp/program/process/echelon.htm 
http: //jya.com/echelon-dc.htm 
http: //www.nre.nl/W2/Lab/Echelon/ic2kreport.htm#N_1_ 


-0-0-0-0-0-0-0-0-0-0- 


The Lincolnshire Poacher 
printed at York about 1776 


When I was bound apprentice, in famous Lincolnsheer, 

Full well I served my master, for more than seven year, 

Till I took up with poaching, as you shall quickly hear, 

Oh! 'tis my delight of a shiny night, in the season of the year. 


As me and my companions were setting of a snare, 

‘Twas then we seed the gamekeeper, for him we did not care, 

For we can wrestle and fight, my boys, and jump o'er everywhere, 
Oh! 'tis my delight of a shiny night, in the season of the year. 


As me and my comrades were setting four or five, 

And taking on him up again, we caught the hare alive; 

We caught the hare alive, my boys, and through the woods did steer: 
Oh! 'tis my delight of a shiny night, in the season of the year. 


I threw him on my shoulder and then we trudged home 

We took him to a neighbor's house, and sold him for a crown; 

We sold him for a crown, my boys, but I did not tell you where 
Oh, ‘tis my delight on a shiny night in the season of the year. 


Bad luck to every magistrate that lives in Lincolnsheer; 

Success to every poacher that wants to sell a hare; 

Bad luck to every gamekeeper that will not sell his deer, 

Oh! 'tis my delight of a shiny night, in the season of the year. 


=0+0-0+0-0-0+0-0-0-0- 


Cherry Ripe 
Robert Herrick. 1591-1674. 


Cherry-ripe, ripe, ripe, I cry, 
Full and fair ones; come and buy, 
If so be you ask me where 

They do grow, I answer: There, 
Where my Julia's lips do smile; 
There's the land, or cherry-isle, 
Whose plantations fully show 

All the year where cherries grow. 


-0-0-0-0-0-0-0-0-0-0- 


* LOCATION x 

Valeriano Martin surprised us with a QSL of M51. He copied M51 last 
year when FAV22, French army station, appeared on M51's frequencies. 
Valeriano figured that both might be using the same facilities and 
collected more evidence during the past year. He proved to be right 
because he received a QSL card from 'Centre de Controle des Frequences 
Nord', located in Fort de Bicetre. According to the QSL card, the 
transmitter is located in Favieres (48:31N, 1:13E) some 80 km SW of 
Paris. 


Excellent job, Valeriano! 
-0-0-0-0-0-0-0-0-0-0- 
* VOICE STATIONS x 


:: NEW STAR BROADCASTING STATION [V13] 
On request, the frequencies. The station is on the air from ca. 2300 
to ca. 1600 UTC 


Channel 1 11430 kHz, Channel 2 15388 kHz, Channel 3 9725 kHz, 
Channel 4 8300 kHz, Channel 5 13750 kHz 


2: CZECH 2136 
The Czech station on 2136 kHz seems to have a daily sked at 1745 UTC 
transmitting its normal routine message counting from 50-59 after a 
callup of 3 sets of 3 tones. <Steve Gunn> 


:: UNID SLAVIC STATION 
AC copied an unid station. Comments anyone? Info wanted! 


Freq: 5940 kHz, time: 1550 UTC, date: Sun 5 November 
Transmission: FGs - null msg (?) read by a male. Off at 1550, carrier 
off 1600 UTC. 


AC writes: '‘'Just received the last couple of figures on a slavic 
language (definitely not Russian, Polish, or Rumanian), which sounded 
as a callup, and not 5FGs. Later I tried to identify the station, but 
could not find any records with this frequency. Czech and Slovak broad- 
casting stations are on a bit lower frequency. 5940 is usually quiet. 
Coincidence, that the Czech/Slovak broadcasting stations are near. Does 
it help the agent(s) to find the frequency on an analog radio?'' 


I have checked my files AC, but I cannot find anything either -Ary- 


:: 3-NOTE ODDITY [G04] 
Hans-Friedrich's monthly show: 


02.12.99 2105Z 3.360 kHz (?) 
2135Z 3.260 kHz 


Message : 38164 05322 58557 18836 54017 55473 00724 33230 34860 18761 
72726 34678 71378 33071 07514 10345 76125 57385 72575 73808 
44416 60123 08068 16610 24178 88022 73342 
= 27 groups 


Analysis: Frequent groups hes 


First two figures : 00724 Last three figures: 54017 
05322 88022 
07514 08068 
08068 33071 
10345 60123 
16610 76125 
18761 38164 
836 24178 
24178 33230 
33071 05322 
230 73342 
34678 10345 
860 71378 
38164 57385 
44416 44416 
54017 55473 
55473 07514 
57385 58557 
58557 72575 
60123 16610 
71378 34678 
72575 00724 
72726 72726 
73342 18761 
73808 73808 
76125 18836 
88022 34860 
Remarks : * no double or triple groups 
* no groups with the same last three figures 
* no figure "9" in the whole message 
* groups with "0" as first figure 


History : Summer 2005 2035 
Winter 2105 2135 


Freqs: 01/99 3415 3315 
02/99 3905 3805 
03/99 4520 4420 
04/99 5310 5210 [see for freqs prior 
05/99 5570 5470 to 1999 previous N&0's] 
06/99 5720 5620 
07/99 5680 5580 
08/99 5730 5630 
09/99 5320 5220 
10/99 5320 5220 
11/99 3910 3810 
12/99 3360 3260 


-0-0-0-0-0-0-0-0-0-0- 
* FAPSI update * 


A FAPSI station on 19072 kHz at 1410 UTC called RFA49 in CW. The 
link id is still unknown. 


Also new to me was the one on 7740 kHz at 2020 UTC with a message to 
BAW on link 00078. 


Another interesting one was the unid station heard on 14810 kHz at 
1039 UTC with plain Russian talks on USB followed by PSK. This 
frequency is used by MFA Moscow. <info: Pile and John Doe> 


-0-0-0-0-0-0-0-0-0-0- 
* MORSE STATIONS x 
:: SLOVAK MILITARY 
The military station in Zilina was heard by Alf on 1732 kHz at 1945 
UTC on 5 Dec. with CW/RTTY msg 'FCQR FCQR FCQR = A7KG A7KG A7KG + ' 


I guess that this is a mirror of 3465 kHz where the station was heard 
last month, Alf. 


:: A2A [M63] 
A2A is now running its winter schedule. With a transmission at 0600 
UTC on 3393//4318 kHz using CW and unreadable RTTY. <John Doe> 


:i: M76 
M76 transmits twice a day on 3819 kHz with skeds at 0500 and 1750 UTC 
in CW. Logs with sample messages are most welcome, gang! <Guy Denman> 


-0-0-0-0-0-0-0-0-0-0- 
* SORM - RUSSIA'S BIG BROTHER.... * 


The following interesting info was published in various editions of 
the Moscow Times in 1998 and 1999. 


SORM [Sistema Operativno-Rozysknykh Meropriyatii], or ''System of 
Ensuring Investigative Activity'' was introduced in 1995 when the 
government gave the FSB the right to monitor all telecommunications 
transmissions, including the internet. The latter has been made 
possible by an additional regulation from July 1998 indicating that 
under SORM-2 internet providers are legally bound to install, at 
their own expense, a special device on their servers to track every 
credit card transaction, e-mail message or visit to a web site without 
the user ever knowing he is being watched. The ISPs have to send the 
retrieved information directly to the FSB. The costs for an ISP are 
estimated from $10,000 to $30,000. Needless to say that a number of 
smaller providers had to shut down because they have no resources 
for such an investment. 


-0+0-0+0-0+0-0-0-0-0- 
* TO CATCH UP AND PASS ECHELON x 


Source : Newspaper "Segodnya" 
Author : Andrey Soldatov 
Translator : Al 


Printed with kind permission of Andrey Soldatov 


--- To catch up and pass ECHELON! --- 
Russia does not give in to America in the area of industrial espionage 


Recently it has become known that the ECHELON computer system, belonging 
to the American National Security Agency (NSA), is able to intercept 
every telephone call, fax, and communications on the global Internet in 
all corners of the world, raising a huge scandal, most of all in the 
countries of Europe. Discussions in the western media created a new 
sensation about how ECHELON not only works for the government, but also 
for American companies. Businessmen and journalists are outraged, the 
NSA is keeping silent, and behind all this with an ironic smirk Russian 
intelligence quietly watches. The fact is that Russia possesses an 
analogous "Echelon" system covering almost all electronic information 


circulating around the world, including commercial. An exclusive 
investigation, with which we will familiarize the reader, indicates 
that in the Russian intelligence service, just as in the American, in 
addition to the government there are commercial customers interested 
in industrial espionage. 


- Big Brother will listen to all 

The USSR created a global information interception system during the 
Cold War. In its present state it belongs to the GRU and FAPSI and all 
of its collected information flows into the SOUD information system - 
"The Integrated Information Assessment System." To this day SOUD hasn't 
been mentioned once in the Russian press. Not only active but also former 
intelligence officers refuse to talk about it. The only Russian-language 
book in which references SOUD is the work by the defector Gordievskiy, 
"KGB - Reconaissance Operations." It is true that Gordievsky gave a 
different decipherment of SOUD: "Operational and Institutional Informa- 
tion System." However, foreign information about SOUD is also meager. 


According to information from foreign sources, the agreement between 
Eastern Bloc countries for the formation of SOUD was signed in 1977, 
though the system began functioning at full capacity only in 1979. The 
reason for its founding was the 1980 Olympic Games in Moscow: the first 
mission for the system was the collection of information about possible 
hostile actions by foreign intelligence services during the games. 
During Soviet times SOUD participants were the intelligence services of 
the USSR, Bulgaria, Hungary, Poland, Czechoslovakia, Mongolia, Cuba, 

the GDR, and Vietnam. Into the SOUD databases flowed dossiers on agents, 
journalists, "hostile" organizations, diplomats, cultural and commercial 
attaches, and airline representatives - in general, everyone who could 
qualify as a potential threat to the USSR. The databases were accessible 
only by the highest officers of the intelligence services of the Warsaw 
Pact. Information requests on any SOUD subject required a maximum of 
four hours to process (excellent performance for the late 1970s). SOUD 
is more alive than dead 


There is information indicating that the very idea of SOUD belonged to 
the STASI, the intelligence service of the GDR, but the KGB insisted 
that the headquarters of the system be located in Moscow. The second 
computer center was installed in the GDR, and after the reunification 
of Germany it passed to the BND, the FRG intelligence service. The 
loss of the the GDR supercomputer dealt a blow to the very existence 
of SOUD. 


However, per our information, it would be premature to speak about the 
death of SOUD. Firstly, it is absolutely known that today in the Russian 
intelligence services there is at least one informational database 
system, of similar function to and on similar scale as SOUD. This is 

the so-called Integrated Database (OBD), the general progeny of Russian 


counterintelligence and of the intelligence services of the CIS member 
countries. 


Secondly, there is objective information about the "tentacles" of SOUD 
and the means by which the system obtained information. These tentacles 
were the Soviet and now Russian radio-interception centers scattered 
around the world. Among these are the Lourdes electronic center in 
Cuba, the radio-intercept base at Cam Ranh Bay (Vietnam), and also 
monitoring equipment installed in Soviet embassies and consulates. All 
these spy centers are in a state of operational readiness. For example, 
the Russian government pays special attention to the state of the 
"Russian Electronic Center" (official name of the Lourdes complex) in 
Cuba. In November, 1992, according to American information, Moscow 
renewed an agreement with Havana regarding usage of the base. In 1993 
Cuban Interior Minister Raul Castro announced that Russia continues 

to receive 75% of its intelligence information with the help of the 
Lourdes complex. In October, 1995, according to information made public 
in US congressional hearings, Cuba and Russia concluded an agreement 
about the continuing operation of Lourdes until the year 2000. And in 
1997, according to the Sunday Times, Russia began to implement 
modernization of the base. 


Furthermore, according to our information, in November, 1997 Boris 
Yeltsin signed order N461-rp, "On the conclusion of agreement between 
the Federal Security Service (FSB) of the Russian Federation and the 
Ministry of the Revolutionary Armed Forces of the Republic of Cuba on 
mutual cooperation within the sphere of military counterintelligence." 
Among other things in the decree is the following clause: "Taking into 
account the agreement between the government of the Russian Federation 
and the government of the Republic of Cuba on the tenure of the Russian 
electronic center on the territory of the Republic of Cuba from 3 Nov. 
1992, the authorized body of the Cuban party will provide the necessary 
assistance to the representatives of the authorized body of the Russian 
party in the organization and conducting of operative-investigative 
measures for the provision of security of Russian military installations 
located on the territory of the Republic of Cuba." 


Different radio interception centers, inherited from the USSR, also 
continue to be actively used by the Russian intelligence service. In 
1993 Russia signed a contract with Vietnam for the continuation of 
service of the radio-intercept base at Cam Ranh Bay. In 1994 Vice 
Premier Yuri Yarov visited this base. And in 1995 especially because 
of the intercept center at Cam Ranh, information was uncovered about 
narcotrafficking operations carried out by former Russian intelligence 
agents. 


- For the Russians - real pride 
In principle, the very existence of SOUD can be a reason for national 


pride to the Russians. At least because our loss in the area of intel- 
ligence after the USSR disintegrated didn't turn out to be so noticeable. 
If it weren't for one circumstance. The fact is, that the American twin 
of SOUD - the ECHELON system - after the end of the cold war broadened 
its sphere of operation. Added to its traditional function was industrial 
espionage. 


During the summer of 1998 a grandiose scandal was raised in Europe when 
it became clear that thanks to ECHELON-intercepted communications, 
several major contracts with European and Asian concerns were thwarted. 
American companies profited from this. For example, Raytheon, who in 
1994 intercepted a Brazilian contract for the sale of radar systems by 
the French company Thomson CSF. Or AT&T, who in 1990 took away from the 
Japanese firm NEC a contract for the purchase of telecommunications 
equipment by the Indonesian government. 


Now even foreigners are in agreement that the Russian monitoring net- 
work in the area of industrial espionage doesn't fall far short of its 
better-known American counterpart. Thus, according to the British 
publication "Financial Mail," the Russian base at Lourdes now plays a 
considerably greater role in economic espionage than previously. As 
proof of these facts: in 1992, for the signing of the agreement to 
continue the use of Lourdes, the Kremlin didn't send a military func- 
tionary or representative of the intelligence service, but Aleksandr 
Shokhina, then answering to the government in matters of international 
economic activity. The British assert that on 7 Feb. 1996 Boris Yeltsin 
instructed Russian intelligence to strengthen its activity toward the 
purchase of American trade and economic secrets. The center in Cuba was 
named as the primary source of these secrets. And the director of the 
American Defense Intelligence Agency, Lt. Gen. Patrick Hughes, in 
congressional hearings on 22 February 1996, stated directly that FAPSI 
now uses Lourdes extraordinarily heavily for the sustainance of the 
Russian economy. 


- Espionage on a commercial basis 

In whose interest is SOUD employed and who is the customer of its 
information? Today it is obvious that in the USA ECHELON is operated 
in the interest of specific corporations. But in Russia? Certainly, it 
is known only that the ideological base for exploiting the potential of 
the GRU and FAPSI in the interest of specific commercial structures is 
already in place. For example, not long ago Boris Berezovsky announced 
that he found it funny when someone said that George Soros was a CIA 
agent. But everone says the CIA has long worked for Soros instead. And 
the state - it operates first and foremost in the interests of big 
money. It is true that the Russian intelligence services prefer not 

to talk about how the list of companies is built that have the right 
to special sources of intelligence. 


-0-0-0-0-0-0-0-0-0-0- 
* ELECTRONIC WARFARE x 


Source : Newspaper "Segodnya" 
Author : Andrey Soldatov 
Translator : Al 


Printed with kind permission of Andrey Soldatov 


--- Electronic warfare --- 

During the previous conflict the Chechens decisively defeated Russia 
in the information war. At that time, the majority of on-air reporting 
and newspaper articles sympathized with the breakaway republic. Today 
the situation is the exact opposite. Strict censorship doesn't allow 
Wahhabist propaganda on the airwaves. Training and participation in 
the military activities of bandits, meetings of Basaev, Khattab and 
their cohorts, interviews with enemy fighters -all are subjects, which 
during the last war went on with great fanfare on every channel, which 
are now prohibited. In spite of these undoubtedly encouraging circum- 
stances, strange as it seems, anyone can conduct information warfare. 


Two years ago Vladimir Markomenko, then still the Deputy of the General 
Directorship of FAPSI, asserted that the “information war" concept is 
comprised of four components: suppression of the infrastructure of the 
enemy's defense, information and telecommunications systems (electronic 
warfare); interception of information exchanged on communications 
channels (SIGINT) and analysis of open sources; breaking into the 
information resources of the enemy; and struggle for public opinion by 
way of dissemination, through information channels of the enemy and 
global information networks, of disinformation or biased information 
about the intentions and orientation of the population and decision- 
makers (psychological warfare). 


Today no one doubts that in Chechnya a real, full-scale war is going on, 
with tanks, cannon, aircraft and so on. Aside from this, from reports 
of agents we know that the federal forces periodically bomb cellular 
telephone stations of the breakaway republic; that is, a radio-electro- 
nic battle is in progress. Over the territory of the republic fly 
surveillance craft - the downed Su-24MR (naval reconnaissance) was one 
of these aircraft, carrying equipment on-board used to conduct complex, 
all-weather aerial surveillance both day and night as far as 400 kilo- 
meters behind enemy lines. The information war in the Caucasus is pro- 
ceeding on all fronts. But by whom and by what methods it is 

conducted isn't advertised. 


- Control over Chechnya 
The best example of the need to conduct electronic warfare was shown 


by the Americans, first in Iraq, then in Kosovo. For example, the 
limited Allied air losses during operation Desert Storm were in no 
small measure guaranteed by timely break-ins into enemy computer net- 
works, the most important of which was the air defense system. 


However, the lessons of the Americans don't quite fit the war in 
Chechnya. The fact is that Iraq and Yugoslavia possess fully classical 
defense systems -- with all kinds of troops, developed communications 
systems, defense force infrastructure, etc. Both countries armed them- 
selves with Russian weaponry, and their armies consulted Russian military 
experts. But Soviet military science, unfortunately, was blinded by the 
victory of the USSR during World War II. Our valiant military leaders 
thought that by the passage of 50 years tank battles would be fully 
sufficient, and therefore advised the creation of defense systems 
designed on the scale of World War II. As a result in both Iraq and 
Yugoslavia it was up to the forces of SIGINT to intercept, and to the 
electronic warfare units to suppress. 


The situation in Chechnya is quite different. Today the composition of 
communication systems in the breakaway territory appro?ches the level 
of the 1940s, and the Chechens were neither able nor wanted to create 
a defense force infrastructure. Aside from that, part of the communica- 
tion systems built up over past years wasn't used by the Chechens for 
reasons of basic security. As an example, in January of the past year 
FAPSI reported that in Grozniy a special communications network was 
created which guaranteed governmental communications for the president 
of Chechnya, Aslan Maskhadov, and other officials of the republic. But 
it is unlikely that any telephone lines, designed especially so they 
could be monitored by Russian intelligence, are today used by the 
Chechen government. 


However, what the Chechens could do was to install several radio 
direction-finding stations and organize cellular and trunked communi- 
cation -doubted to be in working condition today. In the first week of 
the conflict federal forces bombed the radio stations and communications 
repeaters. As a result, in Chechnya there remain practically no targets 
for electronic warfare and SIGINT. In the republic there are almost no 
circuits to monitor, no complex computer networks into which to break. 
There remain only satellite telephones and hand-held radios among the 
field commanders. It would seem that the mission was too simple. However 
the level and number of units exploited by the Russian side for con- 
ducting SIGINT compel different thinking. 


In our country there exist two structures which conduct SIGINT. The 6th 
Directorate of GRU, (Radio-technical Intelligence) and the 3rd Primary 
Directorate of FAPSI (Radio-electronic Intelligence). These units were 
deployed immediately during the last Chechen War. It is known that 

immediately after the outbreak of warfare that a large group of agents 


from the GRU 6th Directorate traveled to Mozdok, to set up an intercept 
center. Aside from that, according to certain sources, during the war 
several OSNAZ groups deployed to Chechnya, which are special purpose 
detachments under the ist and 2nd branches of the GRU 6th Directorate, 
the function of which is radio and radio-technical intelligence. 
According to the information from our source in FAPSI, during the last 
war mobile intercept units of this group patrolled along the front. The 
assassination of Dudayev by tracking the signal from his INMARSAT 
satellite telephone (the same apparatus since used both by Raduev and 
Basaev) is a textbook example of the usefulness of electronic warfare. 
However, in the opinion of participants from the last Chechen campaign, 
our electronic warfare service can't brag about anything other than the 
success with Dudayev. For example, in their function of maintaining 
troop defense communications systems, the soldiers were given ordinary 
Motorola police radios which operated in the clear. Only the FSB units 
used more secure Kenwood military radios. The Chechens gleefully 
demonstrated to journalists how they could intercept all the transmis- 
sions of the federal forces. 


The bigger problem ended up being the disagreement between the FSB, 
Ministry of Defense, and the troops of the MVD. For example, an FSB 
colonel, who had participated in the military activities, explains that 
all that happened fit a long-obsolete picture of waging war. Photographs 
of the terrain made by surveillance aircraft circling the region never 
made it to anyone who needed them, even though the aircraft safely 
delivered them to the GRU. 


However, we have to admit that Russian power structures learned much 
in the previous war. During recent battles in Daghestan, according to 
available debriefing information, there wasn't one penetration of the 
defense communications networks of the of the federal troops. Aside 
from that, as our GRU source explains, the federal forces were issued 
AQUEDUCT tactical communications systems, which possess improved 
electronic interference immunity and encryption strength. 


According to information from the Ministry of Defense, new technology 
continues to be introduced into the war zone. The federal forces 
supplied BEE remote-piloted aircraft, which effectively conduct conti- 
nuous aerial surveillance. Even the downed Su-24 naval reconnaissance 
plane isn't such an ancient craft, and its modification as a tactical 
intelligence gathering vehicle was made only in the late 1980s. Experts 
from ROSVOORUZHENIYA explain, that this aircraft even now doesn't have 
a counterpart among foreign front-line surveillance craft in terms of 
information-gathering equipment. In addition, today the federal forces 
are better protected by tactical reconnaissance means such as the LYNX 
and ZOOPARK-1 mobile artillery surveillance systems, which determine 
the firing coordinates of enemy mortars and guns. According to some 
sources, VEGA SIGINT gear is now being used by the electronic warfare 


units. 


Meanwhile, don't think that the other side consists only of a pitiful 
handful of Chechen militiamen armed with machine guns. Granted, the 
Chechens themselves haven't advanced further than the manufacture of 
the "Borz" machine gun (in outward appearance similar to the German 
"Smaizer"), although they've had good help. Despite their level, one 
must think that the Russian SIGINT and electronic warfare forces face 
a task no less serious than that of the US during the conflicts with 
Iraq and Yugoslavia. 


- Who resists us? 

In September of this year federal aircraft detected and bombed a radio 
direction-finding station of Turkish origin within the territory of 
Chechnya. During the last war the Chechen fighters had such reliable 
radio stations and radiotelephones that at times even the army could 
not suppress them. However, the Chechen fighters by and large use not- 
so-specialized technology which they have managed to buy or steal from 
Russian warehouses. 


The names of those who help the Chechen bandits have long been known. 
Newspapers repeatedly mention that it is the Islamic extremist organi- 
zations of such countries as Pakistan, Iran, and Turkey. And more 
exactly it is the intelligence services of these countries, working 
under the protection of fundamentalist organizations. 


According to some sources, already in the fall of 1996 the corresponding 
services of Iran and Pakistan held discussions about conducting of 
intelligence operations against Russia, and how to divide up the special 
operations. And the results are seen already. For example, soldiers of 
the "Kharakyat Al-Ansar" Islamic movement, which is subordinate to the 
Iranian intelligence service, already fight on the side of Chechnya. 


Meanwhile, the Arabs, although considered the founders of cryptology, 
today can't brag about achievements in the area of intelligence tech- 
nology. In the opinion of our experts, only five countries play an 
active role in this area, the US, France, England, Russia, and Germany. 
However, thanks to the intelligence services of Iran, Pakistan, and 
Turkey, there is no shortage of such technology available in Chechnya. 
However, it is illegal to buy or steal such equipment. And even so, 
most of it won't be stolen or bought. The fact is, that the intelli- 
gence services of the producer-countries of such technology take good 
care of their secrets. For instance, there is one cipher machine whose 
circuits self-destruct when opened. 


The way this technology makes it to the Arab world is quite simple. In 
1997 a group of distinguished French intelligence officers visited 
Islamabad. As a result, negotiations went on with ISI, the intelligence 


service of Pakistan, about shipments of intelligence technology of 
French manufacture. Previously, ISI has closely worked with the US and 
China in this area. The Turkish intelligence service MIT successfully 
purchases such equipment from NATO members. The war in Chechnya is just 
another episode of the information war which goes on between the biggest 
intelligence organizations of the world. 


Compare: in 1967, during the Six-Day War the American ship Liberty was 
patrolling near the Israeli coast. In 1973, during the Yom-Kippur War 
three Soviet ships, the Kavkaz, Krym, and Yuri Gagarin sailed the same 
waters. In 1999, at the height of the NATO bombardment of Yugoslavia, 
the Russian ship Liman appeared not far from the shores of this country. 
In all three cases, the mission of the ships was the same: SIGINT. 


Today, like 30 years ago, the main rival of our intelligence services 

in the area of SIGINT is the US National Security Agency. The pride of 
the NSA today is the ECHELON electronic intelligence system, designed 

to intercept information around the entire world. For example, NSA 
controls all information passed through the INTELSAT communication 
satellite system, including Russian. Under the command of NSA are ground 
surveillance stations located around the world. For example, the station 
at Morwenstow, Great Britain, intercepts information from satellites 
over the Atlantic Ocean, Europe, and the Indian Ocean. Station Sugar 
Grove in West Virginia, USA, monitors traffic over the Atlantic Ocean, 
North and South America. Station Geraldton, New Zealand, is tasked with 
the interception of communications from INTELSAT satellites over the 
Pacific and Indian Oceans. 


For the interception of information in the territory of Russia, a 
special center for SIGINT was created, situated not far from Augsburg, 
Germany. This is the main NSA intercept center: its primary antenna is 
300 meters in diameter and stands 30 meters tall; the operational area 
for the center is located underground at a depth of 25 meters in 12 
stories. 


We won't be forgetting spy satellites. From 1996 over the territory of 
Russia hang three satellites for the highest-detailed photointelligence, 
KH-11, with a resolution down to 80 cm. Orbital formations of satellites 
ensures a minimum of two daily overflights of any point in our country. 
In addition, the LaCrosse satellite provides information during the 
nighttime and inclement weather. These satellites fulfill the intercep- 
tion of communications passed by space, tropospheric, radio-relay, and 
other paths of radio communication. And these satellites also work for 
the NSA. 


- GRU and FAPSI 
The Russian equivalent of Echelon -the Integrated Information Assess- 
ment System (SOUD) was formed in 1977, and was jointly run by GRU and 


FAPSI. From the GRU side was the 6th Directorate, and also the Direc- 
torate of Space Intelligence (so-called Installation K-500), which is 
located on the Volokolamskiy Highway. Analysis and processing of the 
obtained information is turned over to the so-called "Dozor" (Patrol) 
system which is located in the central GRU building on Khoroshevskiy 
Highway (Installation K-200). From the side of FAPSI is the entire 
3rd Main Directorate (former 8-1 and 16th Main Directorate of the 
USSR KGB). 


We also have our own ground-based intercept stations, not any less 
powerful than the NSA's. The best known are located in Cuba (Russia's 
Electronic Center at Lourdes), in Vietnam (base Cam Ranh Bay), and 
others situated in the territory of Russia and countries of the CIS. 
The Cuban center targets the United States and is run jointly by the 
GRU, FAPSI, and the Cuban intelligence service. About 1,000 Russian 
personnel work in the complex, which tracks commercial and governmental 
information circulating along communications networks in the USA, and 
also between the USA and Europe. It is believed that the Lourdes base 
is able to monitor all US military and public satellites. 


According to the Federation of American Scientists (FAS) web site, a 
number of intercept stations of our intelligence services operate 
from Russian embassies and consulates. In their opinion, in former 
times we even used Aeroflot planes flying over the States for SIGINT 
purposes. 


The 6th GRU Directorate even has ships, and also aircraft which are 
constantly in the air... Aside from that, we possess a considerable 
array of intelligence-gathering satellites. The "Tselina-2" radio- 
electronic surveillance satellites were mass-produced and were Kosmos 
class units with different modifications. Per the Americans, since 1994 
a Russian military satellite is launched at least every six months. 
Furthermore, when necessary we are ready to "hang" several intelligence 
satellites over interesting territory. For example, during the Persian 
Gulf war the USSR launched four photoreconnaissance satellites over 
Iraq in the period of three months. In the opinion of our information 
sources, today the GRU Directorate of Space Intelligence has probably 
placed a pair of such satellites over Chechnya. 


-0-0-0-0-0-0-0-0-0-0- 


x LOGS SECTION x 


2136.0 Czech station 29/11/1999 Mon 1745 (SG) 
2270.0 E10 Mossad YL/EE- in progress @ 2208 USB 15/12/1999 Wed 
2200 (LAZ) 


2395.5 M51 NR 44 CW 01/12/1999 Wed 2340 (VM) 
3292.0 VO02a in progress AM 07/12/1999 Tue 0200 (JM4) 


3389.0 VO0O2a in progress AM 07/12/1999 Tue 0100 (JM4) 

3608.0 M51 NR 78 // 4825 CW 01/12/1999 Wed 0705 (VM) 

3756.0 XP Russian military HF channel mrkr. Volgograd area. 041 
12 003 VODOREZA 61 43 05 35. USB 08/12/1999 Mon 0500 

3810.0 G04 51817 70208 50801, 26 grps. AM 07/11/1999 Sun 2135 

3840.0 E10 Mossad YL/EE- Jammed, id sounded like DAF ox DHF USB 
15/12/1999 Wed 2100 (LAZ) 


3910. Go4 51817 70208 50801, 26 grps. AM 07/11/1999 Sun 2105 
3927. VO2a A 54082 33403 35833 AM 19/12/1999 Sun 0100 (JM4) 
4025. M08 CW 11/12/1999 Sat 1100 (GW) 


4027. M08 CW 03/12/1999 Fri 0300 (GW) 

4027. M08 In progress @ 0310 CW 07/12/1999 Wed 0300 (LAZ) 

4028. VO2 //7583.0 Spanish Lady YL/SS - in progress @ 1110 AM 
06/12/1999 Mon 1000 (LAZ) 


0 
0 
0 
4025.5 M08 CW 04/12/1999 Sat 1100 (GW) 
0 
5 
0 


4030.0 M10 == 97 44 In progress CW 01/12/1999 Wed 2115 (VM) 
4034.0 M08 CW 04/12/1999 Sat 0400 (GW) 

4165.0 E10 Mossad YL/EE- KPA2 USB 15/12/1999 Wed 2100 (LAZ) 
4168.0 E10a KPA2 null msg USB 09/12/1999 Thu 2117 (BA) 

4173.0 M08 CW 05/12/1999 Sun 1100 (GW) 

4173.0 M08 CW 12/12/1999 Sun 1100 (LAZ) 

4430.0 M29A vvv vvv de vde vde vde = = 78 78 12 12 13 13 1900 1900 


= = (12x5F) AR’ CW 19/12/1999 Sun 2000 (ANEUR) 

4460.0 M29 vvvv VFD. CW 21/11/1999 Sun 2000 (HFD) 

4461.0 E10 FTJ. AM 21/11/1999 Sun 2000 (HFD) 

4461.0 V02 Spanish Lady YL/SS- in progress @ 1108 AM 05/12/1999 
Sun 1100 (LAZ) 

4461.0 V02 AM 05/12/1999 Sun 1100 (GW) 

4461.0 VO02a Spanish Lady YL/SS - Atencion 98283 55533 60813 AM 
12/12/1999 Sun 1100 (LAZ) 

4465 GO7 USB 07/12/1999 Sun 2200 (GD) 


4477.0 M08 CW 11/12/1999 Sat 1100 (GW) 

4479.0 VO2a A 36581 65851 64303 AM 15/12/1999 Wed 0300 (JM4) 
4507.0 V02 AM 04/12/1999 Sat 1100 (GW) 

4507.0 V02 AM 11/12/1999 Sat 1100 (GW) 

4540.0 M29 vvv VDE. CW 13/11/1999 Sat 1800 (HFD) 

4558.0 E07 Sked 915 Decode Key 619 Group Count 36 AM 06/12/1999 


Mon 2140 (DR) 

4558.0 E07 Sked 915 Decode Key 619 Group Count 36 AM 08/12/1999 
Wed 2140 (DR) 

4618.0 XP 154 second message AM 03/12/1999 Fri 2240 (DR) 

4625.0 S28 The Buzzer. AM 11/12/1999 Fri (DP) 

4635.0 EQ5 //5238. YL/EE, rptg 828 count 104 random 3/2fg. USB 
16/12/1999 Thu 0200 (JM4) 

4635.0 E05 //5238 rptg 828 Count 104 AM 17/12/1999 Fri 0200 (JM4) 

4665.0 E10 Call=MIWT1K1 to 2240 when call changed to MIWT150200K1. 

SINPO=34343 USB 14/12/1999 Tue 2145 (MF) 
4665.0 E10 Mossad YL/EE- v.faint USB 16/12/1999 Thu 2000 (LAZ) 


4780. 
4825. 
4880. 
4880. 
4880. 


4880. 
4880. 
5072. 
5083. 
5091. 
5091. 


5091. 


5091. 
5091. 
5104. 


5104. 


5108. 


5108. 


5116. 
5119. 


5142. 
5175. 
5175. 


5175. 
5184. 
5184. 
5220. 


5238. 
5340. 
5374. 
5425. 
5427. 
5435. 
5435. 
5435. 
5438. 
5438. 
5442. 


joo} 


oO00 


Oo Romomoogogomogogomo) 


E10a 
M51 
E10 
E10 
E10 


E10 
E10 
X06 
GO7 
E10 
E10 


E10 


E10 
E10 
M22 


M22 


EQ7 


EQ7 


M08 
S07 


M51 
EQ5 
EQ5 


EQ5 
GO7 
GO7 
E06 


EQ5 
E23 
GO7 
M51 
M51 
E10 
E10 
E10 
GO7 
GO7 
M51 


CIO1 null msg,had a // on 6658 USB 09/12/1999 Thu 2114 

NR 78 // 3608 CW 01/12/1999 Wed 0705 (VM) 

USB 04/12/1999 Sat 0200 (GW) 

ULX USB 15/12/1999 Wed 0200 (JM4) 

Mossad YL/EE- ULX group 101 USB 15/12/1999 Wed 2000 
(LAZ) 

Mossad YL/EE- very weak USB 15/12/1999 Wed 2100 (LAZ) 

Mossad YL/EE- ULX USB 17/12/1999 Fri 2000 (LAZ) 

Beeps AM 03/12/1999 Fri 2302 (DR) 

USB 07/12/1999 Sun 2135 (GD) 

Mossad YL/EE- v.weak USB 14/12/1999 Tue 1900 (LAZ) 

Mossad YL/EE- in progress @ 2105 USB 15/12/1999 Wed 

2100 (LAZ) 

Mossad YL/EE- in progress @ 2206 USB 15/12/1999 Wed 

2200 (LAZ) 

Mossad YL/EE- v.faint USB 16/12/1999 Thu 1700 (LAZ) 

Mossad YL/EE- ?SR 2 USB 17/12/1999 Fri 2000 (LAZ) 

//6379//10356//14649 4XZ marker CW 17/12/1999 Fri 0230 
(JM4) 

//6379//10356//14649 4XZ marker CW 18/12/1999 Sat 0115 
(JM4) 

Sked 915 Decode Key 619 Group Count 36 AM 06/12/1999 

Mon 2121 (DR) 

Sked 915 Decode Key 619 Group Count 36 55120 07929 

14651 AM 08/12/1999 Wed 2120 (DR) 

CW 03/12/1999 Fri 0200 (BUNKY) 

Russian Man - 4 number groups in RR - ended w/ 000 000 

USB 07/12/1999 Tue 2030 (PILE) 

NR 89 // 5427 CW 01/12/1999 Wed 1859 (VM) 

//8085 ID 014 USB 04/12/1999 Sat 1803 (DR) 

//8085 ID 826 Count 204 752/95 179/51 407/09 USB 

11/12/1999 Sat 1802 (DR) 

//8085 ID 826 USB 18/12/1999 Sat 1807 (DR) 

267 267 267 000. USB 08/11/1999 Mon 2120 (HFD) 

267 267 267 000. USB 15/11/1999 Mon 2120 (HFD) 

830 - 00000 null msg,strong noise,not sure about freq. 
AM 06/12/1999 Mon 2300 (BA) 

//4635 xrptg 828 Count 104 AM 17/12/1999 Fri 0200 (JM4) 

USB 29/11/1999 Mon 0757 (HFD) 

742 329 211. USB 07/12/1999 Sun 2110 (GD) 

NR 31 CW 02/12/1999 Thu 0741 (VM) 

NR 89 // 5142 CW 01/12/1999 Wed 1859 (VM) 

ART. AM 12/11/1999 Fri 2100 (HFD) 

ART msg 61 gr. AM 21/11/1999 Sun 2000 (HFD) 

ART weak USB 02/12/1999 Thu 0130 (JM4) 

267 267 267 000. USB 08/11/1999 Mon 2110 (HFD) 

267 267 267 000. USB 15/11/1999 Mon 2110 (HFD) 

NR 19 CW 01/12/1999 Wed 2103 (VM) 


5471. 


5530. 
5530. 
5629. 
5629. 
5758. 
5758. 
5761. 
5765. 


5770. 
5805. 


5820. 


5820. 


5822. 


6270. 
6270. 
6270. 


6270. 
6270. 
6270. 
6370. 


6379. 


6379. 
6379. 
6379. 
6379. 


6379. 


6379. 
6500. 


6658. 
6658. 
6658. 
6767. 
6767. 


6768. 


90000000 [o) 


[o) 


OO000 


M10 


E10 
E10 
E10 
E10 
M08 
M08 
M08? 
M14 


EQ7 
EQ5 


E10 


E10 


E03 


E10 
E10 
E10 


E10 
E10 
E10 
E10a 


M22 


M22 
M22 
M22 
M22 


M22 


M22 
E10 


E10 
E10 
E10 
MO8 
MO8 


VO2 


Missed callup sequence, 2 messages (1ID17 GC94 and ID62 

GC39) CW 19/12/1999 Sun 1800 (ANEUR) 

Miw2. AM 08/11/1999 Mon 2115 (HFD) 

MIW2 USB 02/12/1999 Thu 0115 (JM4) 

VLB2 USB 02/12/1999 Thu 0145 (JM4) 

USB 04/12/1999 Sat 0245 (GW) 

CW 03/12/1999 Fri 0300 (BUNKY) 

CW 12/12/1999 Sun 0200 (GW) 

CW 02/12/1999 Thu 2200 (GW) 

sched 203, 52x5F decode key 698 and 71x5F decode key 

546 CW 18/12/1999 Sat 1800 (ANEUR) 

825 825 825 000. USB 08/11/1999 Mon 2100 (HFD) 

ID 139 Count 82 891/69 603/35 804/80 USB 05/12/1999 

Sun 1906 (DR) 

Mossad YL/EE- in progress @ 2014 USB 14/12/1999 Tue 

2000 (LAZ) 

Mossad YL/EE- in progress @ 2005 USB 18/12/1999 Sat 

2000 (LAZ) 

//6845.0 Lincolnshire Poacher YL/EE- id 76522 USB 

16/12/1999 Thu 1700 (LAZ) 

ULX. AM 12/11/1999 Fri 2100 (HFD) 

//7760 ULX USB 03/12/1999 Fri 0100 (JM4) 

Mossad YL/EE - in progress @ 0107 USB 05/12/1999 Sun 

0100 (LAZ) 

//7760 ULX USB 18/12/1999 Sat 0100 (JM4) 

//7760 ULX USB 19/12/1999 Sun 0100 (JM4) 

//7760 ULX USB 20/12/1999 Mon 0100 (JM4) 

not the usual 3 minutes for SYN2 null msg USB 

11/12/1999 Sat 1800 (BA) 

//10356//14646//18482 4XZ in tfc CW 02/12/1999 Thu 

0100 (JM4) 

//10356//14646 4XZ in tfc CW 03/12/1999 Fri 0000 (JM4) 

//10356 4XZ marker CW 07/12/1999 Tue 0130 (JM4) 

//10356//14649 4XZ in tfc CW 15/12/1999 Wed 0130 (JM4) 

//5104//10356//14649 4XZ marker CW 17/12/1999 Fri 0230 
(JM4) 

//5104//10356//14649 4XZ marker CW 18/12/1999 Sat 0115 
(JM4) 

//10356//14649 4XZ in tfc CW 19/12/1999 Sun 0000 (JM4) 

PCD with two msgs, first had count 88 USB 07/12/1999 

Tue 2300 (BA) 

CIO2 USB 02/12/1999 Thu 0145 (JM4) 

CIO2 USB 07/12/1999 Tue 0145 (JM4) 

CIO2 USB 15/12/1999 Wed 0145 (JM4) 

CW 05/12/1999 Sun 1200 (LAZ) 

Cuban Cut Numbers- in progress @ 1217 CW 12/12/1999 

Sun 1200 (LAZ) 

Spanish Lady YL/SS - in progress @ 0414 AM 06/12/1999 


Mon 0400 (LAZ) 
6778.0 V0O2a in progress AM 07/12/1999 Tue 0100 (JM4) 
6786.0 V02 Spanish Lady YL/SS - in progress @ AM 12/12/1999 Sun 


Q600 (LAZ) 
6787.0 XP Tones 150 second message AM 10/12/1999 Fri 2200 (DR) 
6796.0 M08 CW 11/12/1999 Sat 1200 (GW) 
6797.0 M08 CW 01/12/1999 Wed 1200 (BUNKY) 
6797.0 M08 CW 03/12/1999 Fri 1200 (GW) 
6797.0 M08 CW 05/12/1999 Sun 1200 (GW) 
6797.0 M08 Cuban Cut Numbers- in progress @ 1218 CW 12/12/1999 
Sun 1200 (LAZ) 
6840.0 E10 EZI - 9130 jammed USB 02/12/1999 Thu 0100 (JM4) 
6840.0 E10 USB 02/12/1999 Thu 0100 (GW) 
6840.0 E10 //9130 EZI USB 03/12/1999 Fri 0100 (JM4) 
6840.0 E10 Mossad YL/EE - in progress @ 0109 USB 05/12/1999 Sun 


0100 (LAZ) 
6840.0 E10 EZI USB 07/12/1999 Tue 0100 (JM4) 
6840.0 E10 Mossad YL/EE- EZI? group 706 USB 14/12/1999 Tue 1900 


(LAZ) 

6840.0 E10 Mossad YL/EE- in progress @ 2205 USB 15/12/1999 Wed 
2200 (LAZ) 

6840.0 E10 //9130 EZI2 USB 18/12/1999 Sat 0100 (JM4) 

6840.0 E10 EZI2 USB 19/12/1999 Sun 0100 (JM4) 

6840.0 E10 //9130 EZI2 USB 20/12/1999 Mon 0100 (JM4) 

6845.0 E03 //5822.0 Lincolnshire Poacher YL/EE- id 76522 USB 
16/12/1999 Thu 1700 (LAZ) 

6854. M08 CW 02/12/1999 Thu 1300 (BUNKY) 


0 
6855.0 VO2a inaudible QRN AM 15/12/1999 Wed 1600 (JM4) 
6866.0 M08 CW 03/12/1999 Fri 1200 (GW) 
6866.0 M08 CW 04/12/1999 Sat 1300 (GW) 
6900.0 E03 L-shire Poacher- id 38470 Fain bubble jammer in 
background. USB 18/12/1999 Sat 2000 (LAZ) 
6918.0 E06 Sked 549 Decode Key 237 Group Count 61 00462 31437 
60462 AM 02/12/1999 Thu 2102 (DR) 


6932.0 M08 CW 04/12/1999 Sat 1300 (GW) 

6933.0 M08 CW 04/12/1999 Sat 1200 (GW) 

6933.0 M08 CW 11/12/1999 Sat 1200 (GW) 

6959.0 E03 53991, //11545, 8464. USB 08/11/1999 Mon 1700 (HFD) 
6959.0 E03 60932, //11545, 9251. USB 17/11/1999 Wed 1800 (HFD) 
6959.0 E03 call-up 44106 w/ jamming //9251//11545 USB 01/12/1999 


Wed 2000 (ANAUS) 

6959.0 E03 Lincolnshire Poacher- id 40106 USB 14/12/1999 Tue 1900 
(LAZ) 

6959.0 E03 Lincolnshire Poacher YL/EE- very weak USB 15/12/1999 
Wed 2000 (LAZ) 

6959.0 E03 Lincolnshire Poacher YL/EE- ineffective USB 16/12/1999 
Thu 1900 (LAZ) 

6959.0 E03 //9251.0 L-Shire Poacher YL/EE- id 73841 USB 17/12/1999 


6986. 
7320. 
7337. 
7337. 


7337. 


7555. 


7555. 


7583. 


7726. 


7760. 
7760. 
7760. 


7760. 
7760. 


7760. 
7760. 
7760. 
7760. 
7854. 
7887. 
7887. 


7890. 
7918. 
7918. 
7918. 
7918. 
7918. 
7918. 
7918. 
8085. 


8085. 


8125. 


8136. 


8136. 
8190. 


oO00 


9OO00000 


QOo0oO0O 00000 01 


E10 
MO8 
E03 
E03 


EQ3 


VO2 


VO2a 


VO2 


VO2 


E10 
E10 
E10 


E10 
E10 


E10 
E10 
E10 
E10 
VO2a 
VO2 
VO2 


M08 
E10 
E10 
E10 
E10 
E10 
E10 
E10 
EQ5 


EQ5 


E05 


MO8 


MO8 
$17 


Fri 2000 (LAZ) 
Mossad YL/EE- ART USB 14/12/1999 Tue 0400 (LAZ) 
CW 03/12/1999 Fri 1300 (GW) 
93581, //12603. 9251. USB 15/11/1999 Mon 1900 (HFD) 
Lincolnshire Poacher YL/EE- barely audible beneath 
[obnoxious] high pitched jamm USB 14/12/1999 Tue 2000 
Lincolnshire Poacher YL/EE- in progress @ 2211 USB 
15/12/1999 Wed 2200 (LAZ) 
Under KJES Vado New Mexico here in Texas. Still 
readable. AM 12/12/1999 Sun 0300 (GW) 
Spanish Lady YL/SS - Atencion 38955 18103 15323 (faint 
garbled music in bkgd.) AM 05/12/1999 Sun 0300 (LAZ) 
//4028.0 Spanish Lady YL/SS - in progress @ 1110 AM 
06/12/1999 Mon 1000 (LAZ) 
Spanish Lady YL/SS - in progress @ 0509 AM 05/12/1999 
Sun 0500 (LAZ) 
USB 01/12/1999 Wed 0100 (GW) 
USB 02/12/1999 Thu 0100 (GW) 
rptg ULX for 13 min then message USB 02/12/1999 Thu 
0100 (JM4) 

//6270 ULX USB 03/12/1999 Fri 0100 (JM4) 
Mossad YL/EE - in progress @ 0111 USB 05/12/1999 Sun 
0100 (LAZ) 
ULX USB 07/12/1999 Tue 0100 (JM4) 

//6270 ULX USB 18/12/1999 Sat 0100 (JM4) 

//6270 ULX USB 19/12/1999 Sun 0100 (JM4) 

//6270 ULX USB 20/12/1999 Mon 0100 (JM4) 
unreadable/QRM AM 19/12/1999 Sun 0100 (JM4) 
AM 12/12/1999 Sun 0200 (GW) 
Spanish Lady YL/SS - in progress @ 0207 AM 12/12/1999 
Sun 0200 (LAZ) 
CW 04/12/1999 Sat 1300 (GW) 
YHF (75)OZGWL USB 02/12/1999 Thu 0200 (JM4) 
USB 04/12/1999 Sat 0200 (GW) 
YHF USB 07/12/1999 Tue 0200 (JM4) 
YHF (98)WQQEN (41)BLYWG USB 15/12/1999 Wed ©200 (JM4) 
YHF (45)F_Y_D USB 15/12/1999 Wed 0230 (JM4) 
YHF (98)WQQEN (41)BL__G USB 17/12/1999 Fri 0200 (JM4) 
YHF (45) FX__D USB 17/12/1999 Fri 0230 (JM4) 
542/61 58582 80475 61942, //9219. USB 08/11/1999 Mon 
1700 (HFD) 
Counting Station YL/EE- in progress @ 1710, over by 
1720 USB 16/12/1999 Thu 1700 (LAZ) 
call-up 428 grp 211 //10643 AM 01/12/1999 Wed 2000 
(ANAUS) 
CW 04/12/1999 Sat 1100 (GW) 
CW 11/12/1999 Sat 1100 (GW) 
555X3, 619X3, O5X1. Reptd 13 times. 555x3, 619x3, 05x2, 


8190. 


8190. 


8190. 


8190. 
8190. 
8190. 
8190. 
8300. 
8307. 
8437. 
8437. 
8437. 
8437. 
8437. 
8437. 
8464. 
8464. 
8464. 
8464. 
8532. 
8636. 


9024. 
9024. 


9062. 
9063. 
9070. 
9070. 
9115. 
9130. 
9130. 
9130. 


9130. 
9130. 
9130. 
9152. 
9152. 
9153. 


9900000 0000000000000 


loo} 


9OO000000 


OO0000 


$17 


$17 


$17 


S17c 
S17c 
S17c 
S17c 
V13 
M23 
M22 
M22 
M22 
M22 
M22 
M22 
EQ3 
E03 
EQ3 
E03 
VO2 
VO2 


VO2 
VO2 


MO8 
VO2a 
E05 
E05 


E10 
E10 
E10 


E10 
E10 
E10 
MO8 
M08 


pozor, 91027x10, pozor, 49x2, 05x2, konec. AM 07/12/1999 
Tue 1250 (SG) 

555x3, 619x3, 05x1. Reptd 13 times. 555x3, 619x3, 05x2, 
pozor, 92028x10, pozor, 49x2, 05x2, kpnec. AM 08/12/1999 
Wed 1250 (SG) 

555X3, 619X3, 05X1. Reptd 13 times. 555x3, 619x3, 05x2, 
pozor, 11028x11, pozor, 49x2, 05x2, konec. AM 11/12/1999 
Sat 1250 (SG) 

555X3, 619X3, 05X11. Reptd 13 times. 555x3, 619x3, 05x2, 
pozor, 89027x10, pozor, 49x2, 05x2, konec. AM 12/12/1999 
Sun 1250 (SG) 

91031. AM 06/11/1999 Sat 1250 (HFD) 

99031. AM 07/11/1999 Sun 1250 (HFD) 

78029. AM 14/11/1999 Sun 1250 (HFD) 

11028. AM 26/11/1999 Fri 1250 (HFD) 

AM 19/12/1999 Sun 1600 (JM4) 

579, //9285. CW 14/11/1999 Sun 1400 (HFD) 
//10046//17050 4XZ marker CW 02/12/1999 Thu 0100 (JM4) 
//10046 4XZ in tfc CW 03/12/1999 Fri 0000 (JM4) 
//10046 4XZ marker CW 07/12/1999 Tue 0130 (JM4) 
//10046 4XZ marker CW 15/12/1999 Wed 0130 (JM4) 
//10046//17050 4XZ marker CW 18/12/1999 Sat 0115 (JM4) 
//10046 4XZ marker CW 19/12/1999 Sun 0000 (JM4) 

53991, //11545. 6959. USB 08/11/1999 Mon 1700 (HFD) 
//12063//14487 rptg 05052 USB 02/12/1999 Thu 1600 (JM4) 
Lincolnshire Poacher YL/EE USB 16/12/1999 Thu 2200 
//10426//11545 rptg 45449 USB 19/12/1999 Sun 1600 (JM4) 
2??? carrier up - no broadcast AM 02/12/1999 Thu 0200 

Spanish Lady YL/SS - in progress @ 0406 AM 12/12/1999 

Sun 0400 (LAZ) 

AM 01/12/1999 Wed 0200 (BUNKY) 

5FG w/o call-up then A 616/08 and 08/59 AM 15/12/1999 

Wed 0200 (JM4) 

CW 05/12/1999 Sun 0500 (LAZ) 

late start w/o call-up AM 02/12/1999 Thu 0200 (JM4) 

ID 654 Count 196 USB 04/12/1999 Sat 1800 (DR) 

ID 654 Count 196 USB 11/12/1999 Sat 1800 (DR) 

Lady YL/SS- 633/02 584/03 V2 14/12/1999 Tue 0600 (LAZ) 
//6840 EZI USB 03/12/1999 Fri 0100 (JM4) 

USB 04/12/1999 Sat 0100 (GW) 

Mossad YL/EE - in progress @ 0114 USB 05/12/1999 Sun 

0100 (LAZ) 

//6840 EZI2 USB 18/12/1999 Sat 0100 (JM4) 

EZI2 USB 19/12/1999 Sun 0100 (JM4) 

//6840 EZI2 USB 20/12/1999 Mon 0100 (JM4) 

CW 04/12/1999 Sat 1200 (GW) 

CW 11/12/1999 Sat 1200 (GW) 

Cut Numbers- in prog @ 0606 M8 14/12/1999 Tue 0600 


9219. 


9219. 


9238. 
9251. 
9251. 
9251. 


9251. 
9251. 


9251. 


9251. 


9251. 


9251. 


9251. 


9285. 
9285. 
9285. 
9330. 
9330. 


9330. 

9725. 
10046. 
10046. 
10046. 
10046. 
10046. 
10046. 
10125. 
10126. 
10225. 


10235. 
10235. 
10235. 
10235. 
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10248. 
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EQ5 


EQ5 


MO8 
EQ3 
E03 
EQ3 


EQ3 
EQ3 


E03 


EQ3 


E03 


E03 


EQ3 


M23 
M23 
M23 
M08 
VO2 


MO8 
V13 
M22 
M22 
M22 
M22 
M22 
M22 
M08 
VO2a 
S06 


M08 
M08 
MO8 
M08 


M16 
M16 


542/61 58582 80475 61942, //8085. USB 08/11/1999 Mon 

1700 (HFD) 

Counting Station YL/EE- in progress @ 1710, over by 

1720 USB 16/12/1999 Thu 1700 (LAZ) 

CW 08/12/1999 Wed 0900 (LAZ) 

60932, //11545, 6959. USB 17/01/1999 Wed 1800 (HFD) 

93581, //12603, 7337. USB 15/11/1999 Mon 1900 (HFD) 

call-up 44106 //6959 w/ jamming //11545 USB 01/12/1999 

Wed 2000 (ANAUS) 

call 72786 USB 05/12/1999 Sun 1800 (BA) 

Lincolnshire Poacher- id 44106 USB 14/12/1999 Tue 1900 
(LAZ) 

Lincolnshire Poacher YL/EE- in progress @ 2016 USB 

14/12/1999 Tue 2000 (LAZ) 

Lincolnshire Poacher YL/EE- v.weak USB 15/12/1999 Wed 

2200 (LAZ) 

Lincolnshire Poacher YL/EE- in progress @ USB 

16/12/1999 Thu 1900 (LAZ) 

Lincolnshire Poacher YL/EE - in progress USB 16/12/1999 
Thu 2200 (LAZ) 

//6959.0 L-Shire Poacher YL/EE- id 73841 USB 17/12/1999 
Fri 2000 (LAZ) 

579, //8307. CW 14/11/1999 Sun 1400 (HFD) 

579. CW 27/11/1999 Sat 0800 (HFD) 

579 CW 02/12/1999 Thu 0800 (VM) 

CW 04/12/1999 Sat 0500 (LAZ) 

Spanish Lady YL/SS- in prog. @ 0615 AM 13/12/1999 Mon 

Q600 (LAZ) 

In progress @ 0416 CW 06/12/1999 Mon 0400 (LAZ) 

AM 19/12/1999 Sun 1600 (JM4) 

//8437//17050 4XZ marker CW 02/12/1999 Thu 0100 (JM4) 
//8437 4XZ in tfc CW 03/12/1999 Fri 0000 (JM4) 

//8437 4XZ marker CW 07/12/1999 Tue 0130 (JM4) 

//8437 4XZ marker CW 15/12/1999 Wed 0130 (JM4) 
//8437//17050 4XZ marker CW 18/12/1999 Sat 0115 (JM4) 
//8437 4XZ marker CW 19/12/1999 Sun 0000 (JM4) 

CW 04/12/1999 Sat 0400 (GW) 

in progress AM 02/12/1999 Thu 0100 (JM4) 

275 until 1704,then 168 (2x) 307 (2x), then into 5fg g 

for about an hour...rptd AM 11/12/1999 Sat 1700 (BA) 

CW 07/12/1999 Tue 0400 (LAZ) 

In progress @ 0407 CW 12/12/1999 Sun 0400 (LAZ) 

Cuban Cut Numbers- in prog @ 0406 CW 14/12/1999 Tue 

0400 (LAZ) 

Cuban Cut # Station- in progress @ 0418 CW 19/12/1999 

Sun 0400 (LAZ) 

vvv 8BY 152 ZH./ /././532. CW 12/11/1999 FRI 0540 (HFD) 
//12075//14931 8BY w/tfc 532/476/536 CW 02/12/1999 Thu 
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10448. 
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10648. 


10665. 
10714. 
10727. 
11072. 
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11545. 
11545. 
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11545. 


11545. 
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11545. 
11545. 
11565. 
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11566. 
11635. 
12075. 
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EQ5 
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E03 
E03 
E03 
E10 
VO2 
VO2 
XPH 
M16 


0140 (JM4) 
8BY very weak CW 07/12/1999 Tue 0140 (JM4) 
//12075 8BY w/tfc 938/532/146 CW 15/12/1999 Wed 0140 
(JM4) 
//12075//14931 8BY 532/136/ CW 17/12/1999 Fri 0140 
//6379//14646//18482 4XZ in tfc CW 02/12/1999 Thu 0100 
(JM4) 
//6379//14646 4XZ in tfc CW 03/12/1999 Fri 0000 (JM4) 
//6379 4XZ marker CW 07/12/1999 Tue 0130 (JM4) 
//6379//14649 4XZ in tfc CW 15/12/1999 Wed 0130 (JM4) 
//5104//6379//14649 4XZ marker CW 17/12/1999 Fri 0230 
(JM4) 
//5104//6379//14649 4XZ marker CW 18/12/1999 Sat 0115 
(JM4) 
//6379//14649 4XZ in tfc CW 19/12/1999 Sun 0000 (JM4) 
91938, //14487, 12603. USB 29/11/1999 Mon 1400 (HFD) 
//8464//11545 rptg 45449 USB 19/12/1999 Sun 1600 (JM4) 
Spanish Lady YL/SS - in progress @ 0506 AM 06/12/1999 
Mon 0500 (LAZ) 
AM 01/12/1999 Wed 0300 (BUNKY) 
A 15054 25582 25661 AM 15/12/1999 Wed 0300 (JM4) 
Cuban Cut Numbers- in progress @ 1110 CW 14/12/1999 
Tue 1100 (LAZ) 
call-up 428 grp 211 //8125 AM 01/12/1999 Wed 2000 
YHF with two msgs,first had count 86 USB 05/12/1999 Sun 
1800 (BA) 
Calling 988. Grupo 142. AM 02/12/1999 Thu 0300 (JK) 
in progress CW 07/12/1999 Tue 0200 (JM4) 
ID 999 967/59 537/71 041/61 USB 05/12/1999 Sun 1706 
ID 979 Count 100 094/10 349/09 992/87 USB 05/12/1999 
Sun 1806 (DR) 
AM 19/12/1999 Sun 1600 (JM4) 
AM 20/12/1999 Mon 1600 (JM4) 
53991, //14487. USB 06/11/1999 Sat 1400 (HFD) 
53991, //8464, 6959. USB 08/11/1999 Mon 1700 (HFD) 
60932, //9251, 6959. USB 17/11/1999 Wed 1800 (HFD) 
call-up 44106 //6959 w/ jamming //9251 USB 01/12/1999 
Wed 2000 (ANAUS) 
//13375. 1I.D. Missed. SINPO=34443 USB 10/12/1999 Fri 
1900 (MF) 
//12603//13375 in progress USB 16/12/1999 Thu 1500 
//12603//13375 rptg 53667 USB 17/12/1999 Fri 1500 (JM4) 
//8464//10426 rptg 45449 USB 19/12/1999 Sun 1600 (JM4) 
Mossad YL/EE - EZI USB 05/12/1999 Sun 0500 (LAZ) 
AM 03/12/1999 Fri 0300 (BUNKY) 
AM 03/12/1999 Fri 0300 (GW) 
AM 26/11/1999 Fri 0700 (HFD) 
//10248//14931 8BY w/tfc 532/476/536 CW 02/12/1999 Thu 


12075. 


12075. 
12165. 


12180. 
12215. 
12215. 
12215. 
12300. 


12300. 


12603. 
12603. 
12603. 
12603. 
12603. 
12603. 
12603. 
13375. 
13375. 
13375. 
13375. 
13450. 


13452 


13452. 
13452. 
13465. 


13555. 
13750. 
13906. 
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14487. 
14487. 
14487. 
14487. 
14487. 
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E03 
EQ3 
E03 
E03 


0140 (JM4) 

//10248 8BY w/tfc 938/532/146 CW 15/12/1999 Wed 0140 
(JM4) 

//10248//14931 8BY 532/136/ CW 17/12/1999 Fri 0140 
Spanish Lady YL/SS - in progress @ 0224 AM 06/12/1999 
Mon 0200 (LAZ) 
A 15054 25582 25661 AM 15/12/1999 Wed 0200 (JM4) 
AM 03/12/1999 Fri 0200 (BUNKY) 
AM 04/12/1999 Sat 0000 (GW) 
A 15055 21111 96912 AM 17/12/1999 Fri 0200 (JM4) 
Duplicate of 14421 khz broadcast AM 04/12/1999 Sat 
0300 (GW) 

//14421.0 YL/SS- rptg.382 grupo ??? USB 07/12/1999 Tue 
0300 (LAZ) 

93581, //9251, 7337. USB 15/11/1999 Mon 1900 (HFD) 
91938, //14487, 10426. USB 29/11/1999 Mon 1400 (HFD) 
//8464//14487 rptg 05052 USB 02/12/1999 Thu 1600 (JM4) 
//11545//13375 in progress USB 16/12/1999 Thu 1500 
//14487 xrptg 56017 USB 16/12/1999 Thu 1600 (JM4) 
//11545//13375 xrptg 53667 USB 17/12/1999 Fri 1500 (JM4) 
//13375 in progress USB 18/12/1999 Sat 1600 (JM4) 
//11545//12603 in progress USB 16/12/1999 Thu 1500 
//11545//12603 rptg 53667 USB 17/12/1999 Fri 1500 (JM4) 
weak USB 19/12/1999 Sun 1700 (JM4) 

extremely weak USB 20/12/1999 Mon 1600 (JM4) 

//14448 xrptg 182 Count 163? weak AM 19/12/1999 Sun 
1700 (JM4) 

//15651 AM 01/12/1999 Wed 0100 BUNKY 

//15651 AM 03/12/1999 Fri 0100 (BUNKY) 

//15651 rptg 073 Grupo 110 AM 03/12/1999 Fri 0100 
call 979 //11072 ,count 110,header:094-10 349-09 
992-87... AM 09/12/1999 Thu 1800 (BA) 

340/215 95684 58175, 15732. USB 14/11/1999 Sun E05 
AM 18/12/1999 Sat 1600 (JM4) 

Counting Station YL/SS - id 169 count ??? - v.weak AM 
12/12/1999 Sun 1200 (LAZ) 

Duplicate of 12300 khz broadcast. AM 04/12/1999 Sat 
0300 (GW) 

//12300.5 YL/SS- rptg.382 grupo ??? USB 07/12/1999 Tue 
0300 (LAZ) 

//13450 xrptg 182 Count 163? weak AM 19/12/1999 Sun 
1700 (JM4) 

53991, //11545. USB 06/11/1999 Sat 1400 (HFD) 

93493, //16084, 15682. USB 07/11/1999 Sun 1300 (HFD) 
18858, //15682. USB 14/11/1999 Sun 1400 (HFD) 

91938, //12603, 10426. USB 29/11/1999 Mon 1400 (HFD) 
//8464//12603 rptg 05052 USB 02/12/1999 Thu 1600 (JM4) 
Lincolnshire Poacher YL/EE - id 34100 - v.weak USB 


14487. 


14487. 
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14577. 


14646. 
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14649. 
14649. 


14649. 


14649. 
14669. 


14739. 
14739. 


14790. 


14790. 


14790. 


14790. 


14790. 


14930. 
14931. 


14931. 
15388. 
15651. 
15651. 
15651. 
15682. 
15682. 
15682. 
15732. 


16084. 
16084. 
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M22 


M22 
E04 


EQ5 
EQ5 


E06 
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E06 


E06 


M16 
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M16 
V13 
VO5 
VO5 
VO5 
E03 
E03 
E03 
EQ5 


E03 
E03 


12/12/1999 Sun 1200 (LAZ) 

Lincolnshire Poacher- in progress @ 1019 USB 14/12/1999 
Tue 1000 (LAZ) 

Lincolnshire Poacher- in progress @ 1221 USB 14/12/1999 
Tue 1200 (LAZ) 

//12603 xrptg 56017 USB 16/12/1999 Thu 1600 (JM4) 

ID 035 Count 215 747/90 313/05 626/53 858/55 USB 

05/12/1999 Sun 1205 (DR) 

//6379//10356//18482 4XZ in tfc CW 02/12/1999 Thu 0100 
(JM4) 

//6379//10356 4XZ in tfc CW 03/12/1999 Fri 0000 (JM4) 

//6379//10356 4XZ in tfc CW 15/12/1999 Wed 0130 (JM4) 

//5104//6379//10356 4XZ marker CW 17/12/1999 Fri 0230 
(JM4) 

//5104//6379//10356 4XZ marker CW 18/12/1999 Sat 0115 
(JM4) 

//6379//10356 4XZ in tfc CW 19/12/1999 Sun 0000 (JM4) 

Cherry Ripe- v.weak (heard tune, missed ID) USB 

14/12/1999 Tue 1100 (LAZ) 

622/215 96589 11016, //16198. USB 26/11/1999 Fri 1300 

//16198 ID 115 Count 215 873/12 167/79 047/90 618/63 

USB 04/12/1999 Sat 1301 (DR) 

Sked 694 Decode Key 203 Group Count 41 AM 04/12/1999 

Sat 1502 (DR) 

Sked 694 Decode Key 203 Group Count 41 89722 80159 

42932 probably rpt of 4/12 Tx AM 05/12/1999 Sun 1500 

Sked 694 Decode Key 237 Group Count 141 66898 08133 

47824 AM 11/12/1999 Sat 1500 (DR) 

In progress Decode Key 123 Group Count 50 AM 

18/12/1999 Sat 1505 (DR) 

Sked 694 Decode Key 123 Group Count 50 97827 66864 

64237 AM 19/12/1999 Sun 1500 (DR) 

vvv 8BY. CW 29/11/1999 Mon 1140 (HFD) 

//10248//12075 8BY w/tfc 532/476/536 CW 02/12/1999 Thu 
0140 (JM4) 

//10248//12075 8BY 532/136/ CW 17/12/1999 Fri 0140 

schedule change??? AM 18/12/1999 Sat 0100 (JM4) 

//13452 AM 01/12/1999 Wed 0100 (BUNKY) 

//13452 AM 03/12/1999 Fri 0100 (BUNKY) 

//13452 xrptg 073 Grupo 110 AM 03/12/1999 Fri 0100 

93493, //16084, 14487. USB 07/11/1999 Sun 1300 (HFD) 

18858. //14487. USB 14/11/1999 Sun 1400 (HFD) 

USB 03/12/1999 Fri 1300 (GW) 

340/215 95684 58175, //13555. USB 14/11/1999 Sun 1400 
(HFD) 

93493, //15682, 14487. USB 07/11/1999 Sun 1300 (HFD) 

Lincolnshire Poacher- in progress @ 1020 USB 14/12/1999 
Tue 1000 (LAZ) 


16084. 


16198. 
16198. 


16198. 
16223. 


17050. 
17050. 
17410. 
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18000. 
18176. 
18176. 
18176. 
18176. 
18176. 
18176. 
18176. 
18176. 
18176. 
18176. 
18176. 
18240. 
18482. 


19125. 
19325. 
19325. 
19325. 
19325. 
19325. 
19325. 
19715. 
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19884. 
19884. 
20474. 
20474. 
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EQ5 
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EQ3a 
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EQ3A 
E04 


E03a 


Lincolnshire Poacher- in progress @ 1221 USB 14/12/1999 
Tue 1200 (LAZ) 

622/215 96589 11016, //14739. USB 26/11/1999 Fri 1300 

ID 753 Count 100 409/17 638/53 852/20 USB 04/12/1999 

Sat 1604 (DR) 

ID 858 Very Weak USB 11/12/1999 Sat 1605 (DR) 

Strange noise in background, and 6 tone Rptg station at 
same time. 75bd transmission. RTTY 18/12/1999 Sat 

//8437//10046 4XZ marker CW 02/12/1999 Thu 0100 (JM4) 

//8437//10046 4XZ marker CW 18/12/1999 Sat 0115 (JM4) 

//19715.0 Mossad YL/EE- EZI 2 USB 14/12/1999 Tue 0930 
(LAZ) 

//22108 xrptg 30528 USB 01/12/1999 Wed 2300 (JM4) 

//22108 xrptg 84743 USB 02/12/1999 Thu 0000 (JM4) 

//24644 xrptg 30528 USB 02/12/1999 Thu 2200 (JM4) 

//22108 in progress USB 02/12/1999 Thu 2300 (JM4) 

//22108 xrptg 34374 USB 03/12/1999 Fri 0000 (JM4) 

m BEC QRU. USB 14/11/1999 Sun 1100 (HFD) 

//19325 xrptg 146 Count 93 AM 02/12/1999 Thu 1600 (JM4) 

ID 999 Count 80 USB 04/12/1999 Sat 1607 (DR) 

ID 999 Count 80 Very weak USB 05/12/1999 Sun 1606 (DR) 

//19325 ID 855 Count 143 USB 11/12/1999 Sat 1606 (DR) 

//19325 xrptg 325 Count 99 AM 15/12/1999 Wed 1600 (JM4) 

//19325 xrptg 395 Count 99 USB 16/12/1999 Thu 1600 (JM4) 

//19325 xrptg 782 Count 194 AM 18/12/1999 Sat 1600 

ID 782 USB 18/12/1999 Sat 1603 (DR) 

//19325 xrptg 782 Count 194 AM 19/12/1999 Sun 1600 

//19325 ID 782 Count 194 USB 19/12/1999 Sun 1600 (DR) 

//19325 xrptg 782 Count 194 AM 20/12/1999 Mon 1600 

//20150 ID 053 Count 88 USB 04/12/1999 Sat 1302 (DR) 

//6379//10356//14646 4XZ in tfc CW 02/12/1999 Thu 0100 
(JM4) 

OM via open carrier. USB 16/11/1999 Tue (JG) 

//18176 xrptg 146 Count 93 AM 02/12/1999 Thu 1600 (JM4) 

//18176 xrptg 325 Count 99 AM 15/12/1999 Wed 1600 (JM4) 

//18176 xptg 395 Count 99 USB 16/12/1999 Thu 1600 (JM4) 

//18176 xptg 782 Count 194 AM 18/12/1999 Sat 1600 

//18176 xptg 782 Count 194 AM 19/12/1999 Sun 1600 

//18176 xptg 782 Count 194 AM 20/12/1999 Mon 1600 

//17410.0 Mossad YL/EE- EZI 2 USB 14/12/1999 Tue 0930 
(LAZ) 

//21866 xrptg 34374 USB 02/12/1999 Thu 0100 (JM4) 

//21866 xrptg 30526 USB 07/12/1999 Tue 0100 (JM4) 

//21866 xrptg 29989 USB 20/12/1999 Mon 0100 (JM4) 

62609, //23461. USB 15/11/1999 Mon 1000 (HFD) 

Cherry Ripe- in progress @ 1008 USB 14/12/1999 Tue 1000 
(LAZ) 

//19884 xrptg 34374 USB 02/12/1999 Thu 0100 (JM4) 


21866.0 E03a //19884 xrptg 30526 USB 07/12/1999 Tue 0100 (JM4) 

21866.0 EQ3a in progress USB 15/12/1999 Wed 0130 (JM4) 

21866.0 EQ3a //19884 xrptg 29989 USB 20/12/1999 Mon 0100 (JM4) 

21930.0 E10 Mossad transmission. AM 14/12/1999 Tue 1100 (SM) 

21930.0 E10 Was back for 3 minutes calling Echo Zula India 2. USB 
15/12/1999 Wed 1530 (FvG) 

21930.0 E10 Weak signal. Not the usual EZ12. USB 15/12/1999 Wed 
1630 (FvG) 

22108.0 E02 USB 06/12/1999 Mon 0000 (GW) 

22108.0 E03 Weak in Texas. USB 03/12/1999 Fri 0000 (GW) 

22108.0 EQ3a //17499 xrptg 30528 USB 01/12/1999 Wed 2300 (JM4) 

22108.0 EQ3a //17499 xrptg 84743 USB 02/12/1999 Thu 0000 (JM4) 

22108.0 EOQ3a //17499 in progress USB 02/12/1999 Thu 2300 (JM4) 

22108.0 EQ3a //17499 xrptg 34374 USB 03/12/1999 Fri 0000 (JM4) 

22108.0 EQ3a Some tty qrm at this time. USB 10/12/1999 Fri 1300 (PB) 

22108.0 E04 Cherry Ripe YL/EE- v.faint USB 16/12/1999 Thu 2200 

23461.0 EQ3A 62609, //20474. USB 15/11/1999 Mon 1000 (HFD) 

23461.0 EQ3a USB 10/12/1999 Fri 1230 (PB) 

23461.0 E04 Cherry Ripe- in progress @ 1011 USB 14/12/1999 Tue 1000 

(LAZ) 

23461.0 E04 Cherry Ripe- v.weak (heard tune, missed ID) USB 
14/12/1999 Tue 1100 (LAZ) 

23461.0 E04 Cherry Ripe- in progress @ 1222 USB 14/12/1999 Tue 1200 

(LAZ) 

24644.0 E03 Weak but readable in Texas. USB 02/12/1999 Thu 2200 

24644.0 EQ3a //17499 xrptg 30528 USB 02/12/1999 Thu 2200 (JM4) 

34337.5 V02 YL SS 5fg. Groups. NBFM 28/11/1999 Tue (EB) 
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The 'Numbers & Oddities' column a.k.a. ‘Spooks Newsletter' comes to you 
courtesy of the Worldwide Utility News club. This newsletter may NOT be 
utilized, partly or wholly, in any other media format without the written 
permission of the editor (ary@luna.nl). Any breach of this may result in 
action under international copyright legislation. 
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